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1. Purpose 

The purpose of this IT Policy is to establish clear guidelines and best pracƟces to ensure that the 
informaƟon technology infrastructure, systems, and data of Transline Technologies Limited are used 
effecƟvely, securely, and ethically. This policy aims to protect the organizaƟon’s IT resources, ensure 
compliance with relevant regulaƟons, and promote a safe and producƟve working environment. 

2. Scope 

This IT Policy applies to all employees, contractors, consultants, and third-party service providers who 
use or access the company’s IT resources, including but not limited to: 

 Computers, laptops, and mobile devices 

 Network and communicaƟon systems (email, internet, intranet, etc.) 

 SoŌware applicaƟons, both proprietary and third-party 

 Cloud services, storage, and data management systems 

 Data and informaƟon assets 

 IT infrastructure (servers, routers, etc.) 

3. IT Resources Usage 

 Authorized Use: All IT resources should be used for work-related purposes only. Personal use 
of IT resources is discouraged and should be kept to a minimum. 

 Prohibited AcƟviƟes: The following acƟviƟes are strictly prohibited: 

o Unauthorized access to sensiƟve data or company systems 

o Downloading, installing, or using unlicensed soŌware 

o AƩempƟng to bypass security protocols (e.g., firewalls, passwords) 

o Use of company systems for illegal acƟviƟes or any acƟvity that could harm the 
reputaƟon of the company 

o Using IT resources for personal gain, commercial ventures, or any non-business-
related acƟvity 

4. Security and Data ProtecƟon 

 Data Security: All employees must take appropriate measures to protect company data from 
unauthorized access, modificaƟon, destrucƟon, or loss. This includes safeguarding sensiƟve 
informaƟon such as client data, financial records, and intellectual property. 

 Passwords and AuthenƟcaƟon: 

o Employees must use strong, unique passwords for all company systems and change 
them regularly. 

o Two-factor authenƟcaƟon (2FA) should be enabled on systems that support it, 
especially for accessing criƟcal systems or data. 



 EncrypƟon: SensiƟve data should be encrypted during transmission and when stored on 
company devices or servers. 

 Backup: Regular backups of criƟcal data should be conducted and stored in secure, off-site or 
cloud locaƟons. 

5. Network and Internet Use 

 Internet Access: Access to the Internet is provided for business purposes. Personal use should 
be minimal and should not interfere with producƟvity or network security. 

 Network Security: All devices connected to the company network must be equipped with 
approved security soŌware (e.g., anƟvirus, firewall). Unauthorized devices may not be allowed 
to connect to the network. 

 VPN Usage: Remote access to company systems should be done via the company’s Virtual 
Private Network (VPN) to ensure secure communicaƟons and data transfers. 

6. SoŌware and Hardware 

 SoŌware InstallaƟon: Only authorized personnel may install or upgrade soŌware on company 
systems. Unauthorized soŌware installaƟons are prohibited to avoid potenƟal security 
vulnerabiliƟes or soŌware incompaƟbility. 

 Hardware Maintenance: Employees must ensure the proper care of company-owned 
hardware and report any malfuncƟons or damage immediately to the IT department for 
maintenance or repair. 

 Bring Your Own Device (BYOD): If the company allows BYOD, employees must comply with 
company security protocols for personal devices used for work purposes, including the 
installaƟon of security soŌware and ensuring devices are password protected. 

7. Email and CommunicaƟon 

 Email Use: Company-provided email accounts should be used primarily for business purposes. 
Employees should avoid using company email accounts for personal correspondence or to 
subscribe to non-business-related mailing lists. 

 Spam and Phishing ProtecƟon: Employees should be cauƟous when receiving unsolicited 
emails and avoid clicking on suspicious links or opening aƩachments from unknown sources. 
Phishing aƩacks should be reported immediately to the IT department. 

 ConfidenƟality: SensiƟve or confidenƟal informaƟon should not be sent via email unless 
encrypted. Employees should ensure that all communicaƟons adhere to company 
confidenƟality policies. 

8. IT Support and Helpdesk 

 Support Requests: Employees experiencing IT issues should contact the IT support/helpdesk 
for assistance. The IT department is responsible for diagnosing and resolving system problems, 
as well as ensuring that IT resources are funcƟoning properly. 

 Incident ReporƟng: Any incidents related to IT security breaches, data loss, system 
malfuncƟons, or other criƟcal issues should be immediately reported to the IT department for 
invesƟgaƟon and resoluƟon. 



 

9. Compliance with Laws and RegulaƟons 

 Legal Compliance: All employees must comply with applicable local, naƟonal, and 
internaƟonal laws, including data protecƟon regulaƟons, intellectual property laws, and 
industry-specific standards. 

 Data Privacy: Personal data must be processed and protected in accordance with relevant data 
protecƟon laws (e.g., GDPR, CCPA). Employees are required to ensure that data handling, 
storage, and sharing pracƟces adhere to these laws. 

10. IT Policy ViolaƟons 

ViolaƟons of this IT policy may result in disciplinary acƟon, including suspension, terminaƟon of 
employment, or legal acƟon, depending on the severity of the violaƟon. Examples of violaƟons include, 
but are not limited to: 

 Unauthorized access to systems or data 

 Use of unlicensed soŌware or pirated content 

 Breach of security protocols (e.g., sharing passwords, disabling security soŌware) 

 Sharing or disseminaƟng sensiƟve informaƟon without proper authorizaƟon 

11. Policy Review and Updates 

This IT Policy will be reviewed on an annual basis to ensure that it remains up-to-date with current 
industry standards, legal requirements, and technological developments. Any changes to the policy 
will be communicated to employees promptly. 

12. Acknowledgment 

By accessing the company's IT resources, employees agree to abide by the terms and condiƟons set 
forth in this policy. Any quesƟons or clarificaƟons regarding the policy should be directed to the IT 
department. 

 

 

 


